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Presenter
Presentation Notes
Notes: digital manufacturing opens new exciting possibilities; however it expand the attack surface
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• Manufacturing is a complex environment
• Manufacturing involves many different users, 

with different roles, possibly located in different 
countries and from different organizations

• Manufacturing is knowledge-intensive, 
collaboration-intensive, and competitive

• Data in manufacturing needs to be shared 
across many different parties at different 
granularities

Why is Security  Challenging in
PLM?
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Critical requirements:
• Protection from Insider Threat
• Compliance with Export Regulations
• Secure Supply Chain
• Secure Remote 3D Printing
• Security for Industrial Control Systems
• Secure Collaboration Techniques
• Security Techniques for Networks-of-Things (NoT)

Research directions:
• Anomaly Detection Systems and Advanced Access Control 

Systems
• Security Techniques for Embedded Systems, and Firmware
• Security for Industrial Cyber-Physical Systems and Industrial 

Processes
• Secure Collaboration Platforms
• Tools for Compliance Support

Research Agenda for PLM Security
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Insider Threat in Manufacturing



Department of Computer Science

Definitions 

The President’s National Infrastructure Advisory 
Council defines the insider threat as follows:

“The insider threat to critical infrastructure is one or more 
individuals with the access or inside knowledge of a 
company, organization, or enterprise that would allow them 
to exploit the vulnerabilities of that entity’s security, 
systems, services, products, or facilities with the intent to 
cause harm.”
“A person who takes advantage of access or inside 
knowledge in such a manner commonly is referred to as a 
“malicious insider.””

Definitions from FEMA – Emergency Management Institute 
http://www.training.fema.gov/emi.aspx
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The Scope of Insider Threats 
Insider threats can be accomplished through either physical or 
cyber means and may involve any of the following:

Threat Involves
Physical or information-
technology sabotage

Modification or damage to an organization’s facilities, 
property, assets, inventory, or systems with the purpose 
of harming or threatening harm to an individual, the 
organization, or the organization’s operations

Theft of intellectual property Removal or transfer of an organization’s intellectual 
property outside the organization through physical or 
electronic means (also known as economic espionage)

Theft or economic fraud Acquisition of an organization’s financial or other 
assets through theft or fraud

National security espionage Obtaining information or assets with a potential 
impact on national security through clandestine 
activities
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Examples of Actual Incidents 

Sector Incidents
Chemical Theft of intellectual property. A senior research and development associate 

at a chemical manufacturer conspired with multiple outsiders to steal 
proprietary product information and chemical formulas using a USB drive to 
download information from a secure server for the benefit of a foreign 
organization. The conspirator received $170,000 over a period of 7 years from 
the foreign organization.

Critical 
Manufacturing

Physical sabotage. A disgruntled employee entered a manufacturing 
warehouse after duty hours and destroyed more than a million dollars of 
equipment and inventory.

Defense Industrial 
Base

National security threats. Two individuals, working as defense contractors 
and holding U.S. Government security clearances, were convicted of spying for 
a foreign government. For over 20 years, they stole trade and military secrets, 
including information on advanced military technologies. 

Information-technology sabotage. A system administrator served as a 
subcontractor for a defense contract company. After being terminated, the 
system administrator accessed the system and important system files, causing 
the system to crash and denying access to over 700 employees.



Department of Computer Science

Organizational Factors that 
Embolden Malicious Insiders

• Undefined or inadequate policies and 
procedures

• Inadequate labeling
• Lack of Training

Policies and 
Procedures

• Ease of access to materials and information
• Ability to exit the facility or network with 

materials or information
Access and 
Availability

• Rushed employees
• Perception of lack of consequencesTime Pressure and 

Consequences
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DBSafe
An Anomaly Detection System for 

Relational Databases
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From “Spotlight On: Insider Theft of Intellectual Property Inside the 
United States Involving Foreign Governments or Organizations”, 
CMU/SEI, May 2013

• Recommdendation3: 
Monitor Intellectual Property Leaving the Network

•Identify critical information and track its location, access, 
modification, and transfers
•Implement technical controls that log the access and movement 
of critical information that employees

•Download from company servers
•Email from the organization’s network to personal accounts
•Download to removable media

•Many cases involved downloading source code, executables, or 
excessive amount of data before leaving the organization

Guiding Recommendation

Presenter
Presentation Notes
Note: our approach is based on monitoring accesses to critical data and as such is based on well-known guidelines as the one mentioned in a report by CMU on Intellectual Property Theft
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Expected
Behavior

Model

Observable
Activities

Risks & Alerts

Risk
Assessor

Social
Network
Analysis

Database and
File Access 

Analysis

Data Flow 
Analysis

Anomaly Detectors

•database accesses
•printing
•email
•file accesses
•external device accesses
•encryption

Our Guiding Idea



Department of Computer Science

• RBAC-administered databases
Access permissions are associated with roles 
Users are assigned to roles

• Goal: Detect anomalous database accesses by 
roles

• Strategy:
Build profiles of normal role behavior

o Mine database traces stored in log files
o Extract access pattern from queries acquired during a 

“Training Phase”
o Create profiles of roles from queries submitted by users

Use these profiles to detect anomalous behavior 
(Detection Phase)

Approach
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System Architecture
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Presenter
Presentation Notes
Explain the main flows of the architectureRecent work: major re-engineering of the systemKey points to emphasize:The anomaly detection system does not interfere with the target DBMSQueries are intercepted and analyzed by a system separate from the target DBMSThe anomaly detection system needs to receive as input the schema (e.g. the definitions of the tables and columns of these tables) from the target database. We used a publicly available tool to extract the schema from the Oracle DBMS and upload such scheme into PostGresThe prototype has been tested by using Guardium. However it is easy to use data from other logging tools and SIEM (Security Information and Event Management) tools
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The Classifier
• Creating Profiles ≡ Training the classifier

• “Classification is the problem of identifying to which of a set 
of categories a new observation belongs, on the basis of a training 
set of data containing observations”

• We use the NBC (Naïve Bayes Classifier) with the MAP (Max-
Aposteriori Probability) decision rule

• Given an input query 
Identify which role (most probably) this query came from 
Compare it with the actual role of the user submitting the query

• Recent progresses
– Developed and integrated into the system  multi-label classification 

techniques
– Developed and integrated into the system clustering techniques in order 

to support the case in which roles are not used

Presenter
Presentation Notes
Notes: this can be covered very quickly. Just mention that we uses some ML technique. Other techniques could be used as well.
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Further Research Challenges
In Anomaly Detection for PLM 

• How to represent the typical accesses to data by the 
different roles involved in a PLM system

• How to track, represent, and monitor data flow in a PLM 
system

• How to capture, represent, and monitor use of data by 
PLM users 

• How to reduce false positives

Presenter
Presentation Notes
Notes: explain that this tricky. We transmit the query received by the logger to PostGres and then stop the query processing once the optimizer has estimated the selectivity. The selectivity is then stored in the profile if we are in the training phase, or it is compared with the estimated in the role profile if we are in the detection phase
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Thank You!
• Questions?

• Elisa Bertino bertino@purdue.edu

mailto:bertino@cs.purdue.edu
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